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Abstract: The CodePlex Windows 7 Biometric Approval Workflow sample illustrates how to use the new
Windows 7 biometric features and Windows Presentation Foundation (WPF) to create a sample end-to-
end biometric-aware client application. The sample solution shows how developers can integrate multi-
factor authentication into a line-of-business (LOB) workflow, creating an application that is both secure

and visually appealing.
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1 Implementing a Biometric Approval Workflow with Windows 7

Windows 7 includes new support for biometric authentication, enabling developers to create richer
biometric-aware applications for Windows. The Biometric Approval Workflow CodePlex project uses a
sample application to show how to consume the new Windows 7 biometric features, known as the
Windows Biometric Framework.

The sample, the Secure Purchase Order System (SPOS), was developed with C# and WPF. The project
includes a WPF client application that interfaces with a Microsoft SQL Server database in order to
implement a purchase order approval workflow—a manager must input his or her fingerprint in order to
approve any purchase that exceeds a spending limit as set by policy.

Many companies are becoming interested in using biometrics as part of a dual-factor authentication
solution. This project will show how developers can integrate multi-factor authentication into an
authorization policy, extending both the Windows platform and a core line-of-business (LOB)
application.

2 Hardware and Software Requirements

This sample solution uses WPF and the new Windows Biometric Framework in Windows 7. As a result,
the SPOS solution must be run on any edition of Windows 7. Because Windows 7 is not yet released, you
might encounter some issues while testing the sample solution. Therefore, we recommend that you run
the most recent public build of Windows 7.

In order for the solution to be complete, you must also have physical access to a fingerprint reader that
is compatible with Windows 7. The reader is required since the solution will show how a fingerprint
reader can be used as part of a dual-factor authentication scheme.

3 Sample Solution User Experience

The following steps outline how users would interact with the SPOS biometric approval workflow sample
solution. In this scenario, Andy Jacobs is a manager on the PO approvers list, while Stuart Railson is not.

1. Stuartlaunches the SPOS client and creates two new POs. One is for a large amount and one is
for a small amount. Stuart names Andy, his manager, as the approver for both.

2. Andy starts the SPOS client and sees the two POs that Stuart created. Andy selects the larger of
the two POs and clicks Approve. The client application then prompts him to place his finger on
the reader in order to confirm his approval of the PO.

3. Andy then selects the remaining PO for approval. Since the amount of the PO is below the
financial threshold that requires a fingerprint by policy, Andy does not need to supply his
fingerprint. As a result, the PO is automatically approved after Andy selects it and clicks
Approve.
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Note: If the sample SPOS solution is run within Visual Studio, then SQL Server Express is
being used as the backend. Therefore, in the scenario above, both users would have to
logon to the same machine. A more common deployment scenario for this type of
solution would be to configure a separate SQL server, set it up to use integrated
Windows authentication, and to then update the client connection strings accordingly.

4 Solution Architecture

The SPOS solution is comprised of Active Directory Domain Services (AD DS), the Windows 7 biometric
framework, a Microsoft SQL Server database, a Web service, and the SPOS WPF client application. The
following image shows how these components interact in the SPOS sample solution architecture.
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The following steps outline the interaction between the different components of the sample solution.

Note: In this workflow, the user has already enrolled his/her fingerprint with a domain

user account.
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1. The user has already logged on to a Windows 7 computer with a domain user account. SPOS
uses integrated Windows authentication, and the client applicationhasaccess t o t he wuse
credentials. SPOS was designed to consume credentials from a domain user account since this is
a more realistic scenario than using NTLM authentication through the Security Accounts
Manager (SAM) on a standalone computer.

Note: Even if the user has already authenticated using strong
authentication, such as a smart card or fingerprint, SPOS will still require
an explicit fingerprint authentication for each PO approval.

2. The user starts the SPOS client application. The following screen shot shows the default page for
the SPOS application. All active POs are listed on this page, and the user can click Make a new
purchase order to initiate a new PO.

.
B Secure Purchase Order System Send Feedback l = | & ﬁ

Welcome, Administrator!

Make a new purchase order Current Purct

3. The SPOS client application connects to the SQL database in the background, where each PO is
stored with its metadata. Examples of the metadata include the name and amount of the PO
and its creator and creation date. To see the full schema, use Visual Studio to open the
BioCapture solution from CodePlex and then open the Schema.sql file, which is located under
the SecurePO project in Solution Explorer. The Schema.sql file shows the SQL commands that
were used to create the SPOS table.
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4. When an authorized user attempts to approve a PO with a value above a certain dollar amount
(thisis specifiedi n t h e o r g a ntheasertmusopresers a vplid findergrint) If the
fingerprint matches the stored template for that user, the PO is approved. If the fingerprint does

not match, the PO is not approved.

5 Running and Testing the Sample Solution

To test the solution, you must download the Visual Studio solution file and then compile it. After the
solution has compiled successfully, run the .exe file that is placed in the bin folder. While testing the
solution, we recommend that you follow the sample process outlined in the Sample Solution User

Experience section.

Important: Before you can test the solution, you must first enroll your fingerprint with
your Windows account. Because each manufacturer has different enrollment
instructions, you should locate the specific enrollment steps for your fingerprint reader.
You can also use Windows 7 search to locate enrollment steps. To do this, click the Start
button, type biometricinto the Search programs and files box, and then press ENTER.

To test the SPOS sample solution:

1. Double-click the SPOS .exe file. The following screen shot shows the first page of the SPOS
sample.

B Secure Purchase Order System Send Feedback I':‘—“Elg

Welcome, Administrator!

Make a new purchase order

2. Click the Make a new purchase order button to initiate a new PO.
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B ' Secure Purchase Order System Send Feedback l = | S -

Welcome, Administrator!

Make a new purchase order Current Purcha

Approver
Administrator

Dan Griffin
Guest
temp

Amount ($USD)

Title

Description

The Current Purchase Orders section will appear. Select the following configuration for the PO:
a. Approver: Administrator
b. Amount: 10,000
c. Title: Server
d. Description: New SQL warehousing server.
Note: When you navigate through the data entry controls shown in the screen shot above, you
may notice that the item selected in the Approver list appears to become un-selected. This is a
known issue in the Windows 7 Beta version of this sample. We will attempt to provide a fix
when Windows 7 Release Candidate is available. Click Save PO.
You can now approve the PO.

Note: In a production environment, two different users would submit and then
approve a PO. For testing, you can either submit or approve with one account or
two.

On the main page, the PO will now be shown as waiting for approval.

Next to the Server - $10,000 PO click the button labeled PO Approval Requires Fingerprint Scan.
The page will then display a progress bar to show that you must provide your fingerprint. Scan
your fingerprint on the scanner.

Important: The SPOS sample currently does not have a dialog box or message
configured to alert the end user if a fingerprint scan has been unsuccessful. Currently, if
a fingerprint scan is unsuccessful, the sample will remain on the page requesting Please
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use a fingerprint to identify yourself. If you encounter this problem, click Cancel when
prompted to scan your fingerprint, and then click the Approve button once more.
Before deploying this solution in a production environment, we recommend that you
modify this sample solution by adding an error dialog box with the appropriate strings
and error conditions (see the ten static defines in BioHIpLib.cs).

B ' Secure Purchase Crder System Send Feedback [ = | = &]

Please use a fingerprint scanner to identity yourself.

Cancel
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9. The application will now show that the PO has been approved.

B Secure Purchase Order System Send Feedback L‘:‘—@@

Welcome, Administrator!

Current Purcha

Make a new purchase order

Server - $10,000.00

6 Solution Code Overview and Developer Diary

6.1 Projects in This Solution
The SPOS CodePlex code consists of a single Visual Studio 2008 solution and six projects. These are
summarized as follows.

1

BioCapture.sin: The SPOS solution file. Because the solution uses SQL Express by default, you
must run it by using a full installation of Visual Studio Professional 2008.

BHDIl.vcproj: Builds BHDII.dIl, which implements the native interface to the Win32 Windows
Biometric Framework API.

BioCapture.vcproj: Builds BioCapture.exe, which implements a native command-line test for
BHDII.dII.

BioHIpLib.csproj: Implements a simple P/Invoke interface to BHDII.dII.

BioHIpLibTst.csproj: Implements a (managed) command-line test for BioHelpLib.
CredUiTst.vcproj: Unimplemented test code for checking for biometrics support in the Win32
CredUl. (This project is unused since there is no support.)

SecurePO.csproj: Implements the SPOS WPF front-end application and includes the SQL Express
reference.
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6.2 Developer Diary and Known Issues
The following notes may help you with working with the SPOS sample:

9 Tocreate a database in SQL Management Studio, right-c | i ck t he database
explorer, point to Task, and then click Detach. You can then add the database to a Visual Studio
project as a standalone database.

9 If you want to use a SQL Express 2005 database with the ADO.Net Entity Framework, you must
change the “ProviderManifestToken=" value

9 During development, the team experienced some issues with support of DVI connections in beta
Windows 7. Windows 7 attempted to switch the display to a higher resolution automatically
after the computer was rebooted, which eventually crashed the driver.

I While Windows Forms applications require you to call Control.Invoke() to call the user interface
from a separate thread, WPF requires that you use Dispatcher.Invoke().

I The development team found it difficult to find the right Active Directory filter strings to use.

The team used documentation on the Code Project Web site and MSDN as references.

7 Resources

For more information about using biometrics within Windows 7, see the Introduction to the Windows
Biometric Framework.

More information about the solution is available on the Bio Approval Workflow site on CodePlex:

9 Bio Approval Workflow on CodePlex
I Bio Approval Workflow blog thread

8 Providing Feedback

To provide feedback or report bugs in this sol

CodePlex site. You may also provide feedback by sending an e-mail to feedback@jwsecure.com.

9 About JW Secure, Inc.

JW Secure, Inc., founded in 2006, provides custom development services to software companies with
security-related products. JW Secure is a Microsoft Gold Certified Partner. More information about the
company’' s servondWsSeanr & scdnidielv Sesuretplease see the

C 0 mp aQongact page.
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http://www.codeproject.com/KB/system/everythingInAD.aspx
http://msdn.microsoft.com/en-us/library/aa746475(VS.85).aspx
http://www.microsoft.com/whdc/device/input/smartcard/WBFIntro.mspx
http://www.microsoft.com/whdc/device/input/smartcard/WBFIntro.mspx
http://www.microsoft.com/whdc/device/input/smartcard/WBFIntro.mspx
http://bioapprovalworkflow.codeplex.com/
http://www.jwsecure.com/dan/?cat=40
http://bioapprovalworkflow.codeplex.com/Thread/List.aspx
http://www.jwsecure.com/files/JWSecureServicesHandout.pdf
http://www.jwsecure.com/contact.shtml

