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Developing and Certifying a Secure
Password Storage Application for Windows

Vista
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Abstract: The CodePlex Secure Password Storage (SPS) sample illustrates how to develop and certify an
application for Windows Vista. This article details the high-level processes that developers should
consider when applying to have an application certified for Windows. The sample is also a fully
functional Windows 7 and Windows Vista application that securely stores passwords for Internet and

intranet sites.
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1 Developing and Certifying a Secure Password Storage Application for

Windows Vista
This projectillustrates uses the Secure Password Storage (SPS) sample to show how a software company
can create a packaged application thatis ready for Windows Vistalogo testing. Windows certification
helps build a customer’s confidence in the reliability and stability of an application. The Secure Password
Storage project demonstrates the following key components of developing an application for Windows
certification:

e Windows Installer (MSI) considerations, including digital signing for User Account Control (UAC)
compatibility

e Hover text and tooltips

e Integrated help content (induding a CHM file)

e Localization/globalization

e Windowslogo testing

The SPS solution securely stores strong passwords for users and was offidally certified for Windows
Vista and translated into Japanese. By using the SPS solution as an example of how to work through the
certification process, this article will illustrate the key decisions in the workflow for Windows Vista
certification, making it easier for you to navigate Windows logo testing. In addition, the sample is a fully
functional password storage solution for Windows 7 and Windows Vista.

2 Hardware and Software Requirements

This sample solution uses Windows Presentation Foundation (WPF) and is supported on Windows Vista
and any edition of Windows 7. If you run the sample on Windows 7, we recommend that you run the
most recent build to ensure that the experience is as stable as possible.

3 Sample Solution User Experience

The following scenarios outline the primary ways that the SPS application can be used to securely
manage passwords.

3.1 AccessingaSited O 0AOOxT OA
To access a site, a user launches the SPS application and then double-dicks the site in the list. The
password is not displayed until the user has explicitly selected the item by double-dickingit.

3.2 Adding, Deleting, or Managing a Site
A user can add, edit, and delete any site within the SPS application. The application stores its settingsin
a local XML file.
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4 Solution Architecture
The SPS solution is comprised of a WPF client application and an XML file. Stored passwords are

encrypted using the Windows Data Protection APl and therefore can only be accessed by the user that
added them.

The following steps outline the interaction between the different components of the sample solution.

1. The userlogs on to a Windows Vista or Windows 7 computer.
The user starts the SPS client application, which is implemented using WPF.
3. The application accesses its datafrom an XML file. This data includes passwords, sites, and user
information.
a. The application lists the currently configured stored passwords and allows the user to
add new passwords and edit or remove existing passwords.

b. The default view displays the title, user name, and description of the password entry,
but the user must double-dick or click the Edit button to view the actual password

entry. This configuration helps prevent other users from seeing the password
unintentionally (e.g., over-the-shoulder).

To see an example of the SPS user interface, see the next section.

5 Running and Testing the Sample Solution

The most convenient way to test the solution is to download and install the PasswordStorageSetup.msi
setup file from CodePlex (see the Resources section, below). However, you can also obtain the source
code from CodePlex and build the application and installer yourself. In both cases, the setup experience
is detailed in the Solution Code Overview and Developer Diary section.

To test the SPOS sample solution

1. Click the Start button, click All Programs, click JW Secure, and then click Secure Password
Storage.
2. The Secure Password Storage application will open, as shown below.
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Admin account
Username:  administrator
Mate:  With great power comes great
responsibility.

MSDN
Userame: bill@contoso.com
MNote: For Premium downloads and product keys.

QuickBooks
Username:

Mote: MNeed this passwerd to open the archive
QEE file,

feedback@jwsecure.com

To add an entry, click the Add button ().

To remove an entry, click the Remove button (‘).
To view or edit an entry, either double-dick the entry or select the entry and then click the Edit

button ().

To search the entries, type a string into the Search box. The entries will automatically be filtered
based on your search criteria. To clear the search, either manually delete the text or click the

Delete button (ﬂ).

To view the helpfile, press F1 or click the Help button (). The help was developed as a

compiled html (.chm) file.

The following screen shot shows a page from the SPS help file.
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6 Solution Code Overview and Developer Diary

6.1 Application Installer

The SPS solution’sinstaller file was created by using the Windows Installer XML (WiX) toolset. WiXis a
free toolset that integrates well with Visual Studio, allows scripting (for integration with other build
systems), and allows relatively painless creation of certification-ready installer packages. WiX also allows
you to add custom images into the installer, such as the custom image in the left pane of the MSI screen

shot below.
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ﬁ! Secure Password Storage Setup El

Welcome to the Secure Password Storage
Setup Wizard

The Setup Wizard will install Secure Password Storage on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Back E Mext i [ Cancel

6.2 Developer Diary and Known Issues
The following notes might be useful to you while working with the SPS sample.

6.21 Tips
e Code signing is required for the certification process.
0 Ensure that the product binaries andinstaller are digitally signed before you send them
to the test lab (see below).
A This is generally accomplished by purchasing a code signing certificate from a
certificate authority such as VeriSign or Thawte.
A You can then use the Windows SDK tool signtool.exe to sign files with that
certificate.
0 Inthis solution, post-build rules have been added to Visual Studio to attempt to sign the
application .exe and .msi following a successful Release build.
A This is done using the “signtool.exe sign /a” option, which searches the user
certificate store for a suitable code signing certificate and then uses the
certificate to sign the indicated file.
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A If the tool cannot find a suitable certificate, then the post-build rule will fail. If
more than one certificate isfound, the one with the most distant expiration
date will be chosen.

e Use the following steps to add a UAC manifest for asinvoker.
1. InVisual Studio’s Project Explorer, right-dick the SPS project, dick New File, and then
click Manifest.
2.
3. Name the manifest pws.exe.manifest
4. Leave the default settingin the XML (it should be "asInvoker").

6.2.2 Known Issues
The followingitems are known issues and error messages that you might encounter while working with
and compiling the SPS sample.

e Error message while compiling: MainWindow.xaml(457,47): warning CS0108:
'PWS.MainWindow.Content' hides inherited member
'System.Windows.Controls.ContentControl.Content'. Use the new keyword if hiding was
intended.

e Error message while compiling: EditWindow.xaml(229,47): warning CS0108:
'PWS.EditWindow.Content' hidesinherited member
'System.Windows.Controls.ContentControl.Content'. Use the new keyword if hiding was
intended.

e Error message while compiling: Warning 1 Unknown build error, 'API restriction: The assembly
'file:///C:\Windows\Microsoft. NET\Framework\v2.0.50727\System.Security.dll' has already
loaded from a different location. It cannot be loaded from a new location within the same
appdomain.'

0 The following thread on the MSDN forums details this issue.
http://social.msdn.microsoft.com/Forums/en-US/vsgatk/thread/fd3757f4-5140-421b-
a8a9-76f542d61103/

0 To solve this problem, close and then reopen Visual Studio.

6.3 Certification Process

Before beginning the submission process for certification testing, we strongly recommend that you run
the certification test cases yourself. A description of those cases can be found in the Certified for
Windows Vista Test Cases document. When you are ready to submit your application for certification

testing, we recommend that you use the official steps outlined on InnovateOn’s Web site.

Note: The process of certification will require that you have an account on the Windows
Quality Online Services (Winqual) site. If you do not have an account, ensure that you
make one before attempting to submit your application for certification.
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You might find the Winqual site difficult to navigate at first. Here are some steps that we found helpful.

©® No vk wN e

Signin to the Windows Quality Online Services site: https://winqual.microsoft.com/.

Click Windows Logo Program, click Software, and then click 3rd Party Verified.

Click Create New.

Complete the Product Signature Upload step.

Install your product on a test machine.

Download, install, and run the Product Identification Tool (PIT) on the same test machine.
Follow the instructions in the PIT installer screens.

Upload the XML file, output by the PIT, to the WHQL page:
https://winqual.microsoft.com/member/softwarelogo/NewCertified.aspx.

In response, the WHQL page will generate a “TestingAuthorityXML_Subld ...” file. Download the
file and send it to your test lab representative.

Note: For information about information that you should indude in your certification
request, see Secure_Password_Storage Normal_Operations.docx on the SPS CodePlex
site.

The offidial certification instructions currently list two commerdial test labs that are authorized to
provide testing services: VeriTest and Wipro. Because we had previously worked with Wipro on another
certification project, we chose to work with them on this project as well. Wipro’s Windows Vista

certification Web site includes instructions and information about certification costs.

Note: There is one thing to be aware of if you select Wipro for your testing—although
the site indicates that you must pay for the testing requestimmediately upon
registration, the site will actually prevent you from doing so until you have received an
initial response from one of their engineers. However, we found the Wipro certification
testing personnel to be very helpful.

After testing is complete, you will receive an email from the lab confirming that your application has
passed the certification tests. For example, the following email was sent for the SPS solution (we have
reformatted the mail for inclusion here).

Application passed on 01 April 2009

Product ID : 13315283

Product Name: Secure Password Storage

Find the certified product at the following URL:
https://winqual.microsoft.com/member/softwarelogo/certifiedlist.aspx

Once the statusis shown as Passed in Winqual, you must sign the Exhibit 3 (agreement). For your
reference, here are the steps you can use in order to sign the Exhibit 3.
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Log in to your Winqual account.

In the left navigation column, under Windows Logo Programs, click Software.

Click 3rd Party Verified.

On the 3rd Party Verified Logo Submission Management page, click on the submission ID.
Click Sign Exhibit, and then sign the agreement online by typing your name.

AN N

Please note that all the agreements have to be digitally sighed and submitted online. As a result, once
you sign the agreement, the status will be reflected as Signed. However, it usually takes 1-2 weeks for a
product to be listed on the certified list.

Once the application has been certified, you will have access to a page on the Winqual site that allows
you to manage that and any other certified applications associated with your account. The page can be
found at https://wingual.microsoft.com/member/softwarelogo/managecertified.aspx. At this point, you
will also be able to download the certification branding and artwork from the site.

The following message is shown on the Winqual page once you have signed the Exhibit 3 as described
above.

Signing Successful

Congratulations, your submission is now complete. Please submit a physical copy of your
application to the following address:

SW Logo Submissions

Microsoft Corporation

One Microsoft Way

Redmond, WA 98052

The software package shouldinclude the submissionid and any notes about software
installation or activation.

7 Resources

e Secure Password Storage on CodePlex

e Windows Logo Program

8 Providing Feedback

To provide feedback or report bugs in this solution, please create a new discussion using the solution’s
CodePlex site. You may also provide feedback by sending an e-mail to feedback@jwsecure.com.

9 About JW Secure, Inc.

JW Secure, Inc., founded in 2006, provides custom development services to software companies with
security-related products. JW Secure is a Microsoft Gold Certified Partner. More information about the
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company’s services can be found on JW Secure’s Web site. To contact JW Secure, please see the
company’s Contact page.
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